UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
THANH PHO PHULY Péc 1ap — Tw do — Hanh phic

S0:167  /UBND-VHTT Phu Ly, ngay 7/ thang 02 nam 2022
V/v 15 héng bao mat CVE-2021-4034
trong Polkit pkexec anh huong nghiém

trong dén hé diéu hanh Linux

Kinh guri:
- Cac phong, ban, nganh, doan thé thudc Thanh phé;
- UBND céc phuong, xa.

Can ctr cong vin sd 127/STTTT-BCVTCNTT ngay 28/01/2022 ctia S Thong tin
va Truyén thong tinh Ha Nam vé viéc 15 hong bao mat CVE-2021-4034 trong Polkit
pkexec anh huéng nghiém trong dén hé diéu hanh Linux. Nham ting cudng cong tac bao
dam an toan, an ninh thong tin, dic biét 1a bao vé cac hé théng thong tin cua cac
co quan, don vi trén dia ban, UBND Thanh phé yéu cau cac don vi, phong, ban,
UBND cac phuong, xa thyc hi¢én ndi dung sau:

1. - Kiém tra, ra soat va xac minh hé théng thong tin sir dung hé diéu hanh
Linux co kha nang bi anh huong. Thuc hién cép nhat ban va kip thoi dé tranh
nguy co bj tan cong trong truong hop chua thé cap nhat ban va can thyc hién cac
budc khic phuc thay thé dé giam thiéu nguy co bi tin cong (Chi tiét tai phu luc
kem theo).

7 - Ra soat, giam sat cac dau hiéu lién quan dén cac hanh vi khai thac }5
hong nay trén toan by h¢ thong thong tin dé phat hién va xur 1y kip thoi cac dau
hiéu tan cong mang; dong thoi thuong xuyén theo ddi kénh canh bao cua céc co
quan chirc nang va cac t6 chirc 10n vé an toan thong tin dé phat hién kip thoi cac
Nguy co tan cOng mang.

2. Ting cuong gidm sat va san sang phuong an xu ly khi phat hién
c6 dau hiéu bi khai thac, tin cong mang; dong thoi thudng xuyén theo ddi kénh
canh bao ciia cac co quan chiic ning va cac to chirc 16n vé an toan thong tin dé
phét hién kip thoi cac nguy co tin cong mang.

Pau moi lién hé, ho tro:

- S¢ Thong tin va Truyén thong (Trung tim Cong nghé thong tin va Truyén
thong - Bo phan thuong truc Doi Ung ciru sy ¢ an toan thong tin mang tinh Ha
Nam). Dién thoai: 0226.3846333. Email: ttcntt@hanam.gov.vn



- Trung tAm Gidm sat an toan théng tin mang qudc gia (NCSC), Cuc An toadn
thong tin. Pién thoai: 0243.2091616. Email: ais@mic.gov.vn./.

Noi nhén: TM. UY BAN NHAN DAN
- 8¢ TT&TT, KT. CHU TICH
- Lanh dao UBND TP; . , *

- Cac phong, ban, nganh, doan thé;

- UBND cac phuong, x4;

- Cong Thong tin dién tir Thanh phd;
- Luu: VT,VHTT.

THONG TIN VE LO HONG BAO MAT CVE-2021-4034



(Kém theo Céng van sé /STTTT-BCVTCNTT ngay  /01/2022
ciia S¢ Théng tin va Truyén théng Ha Nam)

1. Thong tin 16 hong bao mat

- CVSS: 7.8 (cao)

- M ta: L hong nay ton tai trong pkexec ctia polkit, cho phép ddi tuong tin
cong thuc hi¢n tan cong leo thang dac quyén vdi mot tai khoan nguoi dung bat
ky.

- Anh hwéng: Red Hat Enterprise Linux 6/7/8, Red Hat Virtualization 4, cac
cAu hinh mic dinh trén Ubuntu, Debian, Fedora va CentOS,.....

2. Hwéng din khic phuc

Bién phap tt nhat dé khac phuc 16 hong 1a cap nhat ban va cho 16 hong bao
mat nodi trén. Tuy nhién trong truong hop chua thé cap nhat, don vi c6 thé thuc
hién cac budc khac phuc thay thé nhu sau:

P6i v6i hé diéu hanh Red Hat

Budc 1: Cai dat required systemtap packages va dependencies
https://access.redhat.com/solutions/5441.

Budc 2: Cai dit thong tin g& 1i polkit.

debuginfo-install polkit

Budc 3: Tao script systemtap va dat tén la pkexec-block.stp

probe process("/usr/bin/pkexec").function("main™) {
if (cmdline_arg(1) =="")
raise(9);

}

Budc 4: Tai systemtap module vao kernel dang chay

stap -g -F -m stap_pkexec_block pkexec_block.stp

Budc 5: Kiém tra dam béao module d3 duoc tai vao kernel

smod | grep -1 stap_pkexec_block




stap_pkexec_block 434176 0

Budce 6: Sau khi polkit package da dugc cip nhéat 1én phién ban da cé chua
ban v4, systemtap generated kernel module c6 thé x6a bang cach chay

rmmod stap_pkexec_block

Luu y: Cac bude giam thiéu nay khong duoc ap dung ddi voi hé thong co st
dung Secure Boot.

Poi voi cac ban phan phéi Linux khac
C6 thé thuc hién bang cach bo quyén suid voi /usr/bin/pkexec bang cach
thuc hién cau 1énh sau v61 quyén root

chmod 0755 /usr/bin/pkexec

Hoac

chmod u-s /usr/bin/pkexec

Luweu y: Viéc niy c6 thé khién cho hé diéu hanh c6 thé hoat dong khong nhu
mong muon.
3. Tai liéu tham khdo

- https://blog.qualys.com/vulnerabilities-threat-research/2022/01/25/pwnkKit-
local-privilege-escalation-vulnerability-discovered-in-polkits-pkexec-cve-2021-
4034

- https://access.redhat.com/security/vulnerabilities/RHSB-2022-001
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